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Introduction

Enterprise leaders increasingly want Al agents that behave like dependable employees: they should
remember what matters, keep continuity across time, follow policy, and complete multi-step workflows.

However, most LLM-based agents are stateless and constrained by limited context windows. Without an
external memory layer, they “forget” user preferences, process state, and organizational rules—leading
to repeated onboarding, inconsistent responses, and low trust.

Memory introduces new risks: sensitive data retention, cross-tenant leakage, prompt injection, and
auditability gaps. This is why security and compliance teams often slow or block production rollouts.

This eBook provides a practical, production-oriented approach: define memory types, implement
layered architecture (session + task + long-term structured memory + RAG knowledge retrieval), enforce
permission-aware recall, maintain audit trails, apply data minimization and deletion policies, and
monitor cost and quality.

At the end, you will have:
e Aclear definition of “enterprise memory” and how it differs from chat history.
e Aseven-requirement checklist to evaluate any memory solution.

e A reference architecture and 90-day implementation roadmap.
e Templates: Memory readiness scorecard, memory design checklist, and a sample memory policy.

Executive Summary — References

[R1] MemGPT: Towards LLMs as Operating Systems (arXiv 2023) — memory tiers + limited context
window. https://arxiv.org/abs/2310.08560

[R2] NIST Al RMF 1.0 (NIST Al 100-1, 2023) — risk management & trustworthy Al.
https://nvilpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

[R3] OWASP Top 10 for LLM Applications — risk landscape (Prompt Injection, Insecure Output Handling,
etc.). https://owasp.org/www-project-top-10-for-large-language-model-applications/
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1. The Real Problem: Al Agents Forget

Large language models generate responses based on the text they receive in the current request (the
prompt) and the limited context window available. They do not persist state by default across sessions,
users, or time. As a result, many “agents” feel smart during a single conversation but unreliable over
weeks: they ask the same questions again, lose task progress, and fail to apply consistent preferences or
policies.

Why this matters in enterprises

When Al is expected to run multi-step workflows (support, onboarding, sales ops, compliance Q&A),
forgetting is not a UX issue—it becomes an operational risk.

Users stop trusting outputs, teams stop adopting, and leadership concludes “Al doesn’t work.”

Common “memory pain” symptoms observed in production rollouts:

n n u

e Users repeat preferences (“keep responses short”, “use our internal template”, “use UK spelling”).
e Agents restart workflows mid-way (“What was the ticket ID again?”).

e Inconsistent policy answers across teams or days.

e Higher token usage and cost because context must be re-sent every time.

Key takeaways

e Chat history is not the same as memory; enterprises need governed continuity across time.
e For workflow agents, memory gaps become productivity loss, trust loss, and compliance risk.
e Adeliberate memory layer is required to be both useful and safe.

References

e MemGPT: Toward LLMs as Operating Systems (arXiv 2023) — discusses limited context windows and
managing memory tiers. https://arxiv.org/abs/2310.08560

e Generative Agents: Interactive Simulacra of Human Behavior (Park et al., 2023) — uses a memory
stream + reflection to drive agent continuity. https://arxiv.org/abs/2304.03442

e MemO Platform Overview — describes persistent memory so users don’t repeat themselves.
https://docs.memO0.ai/platform/overview
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2. What CXOs Expect vs What Al Delivers Today

CXOs typically expect enterprise Al to behave like a dependable colleague: it should know the company

context, remember ongoing work, apply policies, and improve over time. In practice, many deployments

still operate as “stateless assistants” that answer questions but do not reliably execute workflows end-

to-end.

CXO expectation

What happens without a
memory layer

What enterprise memory
enables

Personalized and consistent

Generic responses; preferences
forgotten

Stable preferences + formatting
+ role-aware behavior

Workflow completion

Loses state; repeats questions

Task state + checkpoints +
resumable flows

Policy compliant by default

Inconsistent policy application

Policy-aware recall + auditable
decisions

Lower cost at scale

Repeated context increases
token usage

Remember once; retrieve
selectively; caching strategies

Key takeaways

e (CXOs don’t want ‘chat’; they want outcomes (cycle time reduction, fewer errors, compliance).

e Memory is required for continuity, personalization, and reliable workflow execution.

e Security teams need memory governance to avoid turning personalization into data leakage.

References

e NIST Al RMF 1.0 — links trustworthiness to governance and risk management across the Al lifecycle.
https://nvipubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
e NIST Al 600-1 (Generative Al Profile) — companion guidance for applying Al RMF to GenAl.
https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.600-1.pdf
e QOWASP Top 10 for LLM Applications — highlights security risks that shape enterprise adoption.

https://owasp.org/www-project-top-10-for-large-language-model-applications/
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3. What “Enterprise Memory” Actually Means

Enterprise memory is a governed capability that lets an Al system persist and recall the right information
across time—with clear boundaries for privacy, security, and compliance. It is not a dump of all chats. A

useful mental model is “remember less, but remember the right things, in the right place, with the right

permissions.”

3.1 Four practical memory types

e Session memory (short-term): What is needed to respond within the current conversation: recent
messages, temporary context, and immediate intent.

e Task memory (state): Workflow progress: steps completed, pending approvals, tool outputs, and
checkpoints for resumable execution.

e User/team memory (long-term): Stable preferences and working style: role, formatting, cadence,
and non-sensitive preferences that improve UX and productivity.

e Organization memory (knowledge): Policies, SOPs, product truth, and approved knowledge. Often
delivered via retrieval (RAG) with citations and access controls.

3.2 Memory is not just “chat history”

Common anti-patterns (what *not* to do):

e Storing full conversation transcripts indefinitely as “memory” without purpose limitation.

e Embedding everything into a vector database without classification, TTL, or deletion workflows.
e Asingle global memory shared across users or tenants.

e Writing memories automatically without review, policy, or consent where required.

Memory taxonomies you will see in the wild

Many systems distinguish memory by type—e.g., episodic, semantic, procedural, associative.

The important enterprise requirement is governance: memory must be scoped, permission-aware,
and deletable.

Key takeaways

e Enterprise memory is a governed system capability, not a feature toggle.

e Use multiple memory types: session + task state + long-term preferences + knowledge retrieval.
e Avoid “store everything” designs; data minimization and deletion must be built in.

References

e AWS Database Blog (MemO + ElastiCache/Valkey + Neptune Analytics) — describes memory lifecycle
and types (episodic/semantic/procedural/associative).
https://aws.amazon.com/blogs/database/build-persistent-memory-for-agentic-ai-applications-with-
memO0-open-source-amazon-elasticache-for-valkey-and-amazon-neptune-analytics/

e MemO Platform Overview — persistent contextual memory for agents.
https://docs.mem0.ai/platform/overview
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e |CO guidance on data minimisation (UK GDPR) — collecting/storing only what is necessary.
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-
guide-to-the-data-protection-principles/data-minimisation/
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4. The 7 Enterprise-Grade Memory Requirements

Before choosing a vendor or building a memory layer, align stakeholders on non-negotiables. These

seven requirements are recurring across security, compliance, and platform teams.

Requirement

What it means

Practical checks

1) Tenant isolation

Memory and retrieval must
never cross tenants in a multi-
tenant system. Isolation must
be enforced at storage and
application layers.

Evidence of isolation strategy;
testing for cross-tenant leakage

2) Permission-aware recall

Recall must respect identity,
role, and data classification
(RBAC/ABAC). If a user cannot
access a document, the agent

must not quote or summarize it.

RBAC/ABAC hooks; policy
engine; document-level ACL
enforcement

3) Auditability and provenance

Log what was retrieved, what
was written to memory, and
why. Provide traceability for
investigations and compliance
audits.

Retrieval logs; memory write
logs; data lineage; citations

4) Data minimization

Collect and store the minimum
needed for the stated purpose.
Prefer structured “facts” over

raw transcripts when possible.

Memory schema; PII
detection/redaction; “facts not
transcripts”

5) Retention & deletion

Support TTL/retention
schedules and right-to-erasure
processes for personal data
(where applicable).

TTL policies; deletion
workflows; DSAR support

6) Guardrails & fallbacks

Treat model outputs as
untrusted; apply validation,
redaction, and safe fallbacks.
Human-in-the-loop for high-risk
actions.

OWASP LLM risk controls;
output validation; HITL

7) Observability & cost controls

Track usage, token spend,
retrieval quality, and drift.
Provide per-team budgets and
alerts.

Dashboards for quality, cost,
and incidents; budget alerts

4.1 Memory Readiness Self-Assessment (Quick Scorecard)
Score each line 0-2 (0 = not in place, 1 = partial, 2 = strong).

Area

Questions to ask

Score (0-2)

Notes / Owner

Identity & access

Do we have reliable
identity, roles, and data
classification tags
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integrated into Al
flows?

Knowledge governance | Do we know what
sources are
authoritative and have
document ACLs and
versioning?

Security controls Do we have prompt
injection defenses,
output validation, and
redaction?

Compliance readiness Can we apply
retention/erasure to
memory stores that
contain personal data?

Observability Can we answer: what
was retrieved, why,
and what did it cost?

Key takeaways

e Treat memory as a governed data system.

e Permission-aware recall + auditability are what separate enterprise memory from ‘chat history’.
e Use a scorecard to align platform, security, and business stakeholders early.

References

e NIST Al RMF 1.0 (NIST Al 100-1) — risk governance and trustworthiness guidance.
https://nvipubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

e NIST Al 600-1 Generative Al Profile — applying Al RMF to GenAl.
https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.600-1.pdf

e |CO Data Minimisation guidance (UK GDPR) — collect/store only what is necessary.
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-
guide-to-the-data-protection-principles/data-minimisation/
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5. Memory Risks: Why CISOs Don’t Trust “Remembering”

From a security perspective, memory increases the attack surface because it creates a durable store of
information that can be queried—sometimes indirectly—by users and tools. Enterprises must assume
adversarial inputs (prompt injection) and treat outputs as untrusted before passing them downstream.

5.1 Top risk scenarios

e Prompt injection causes an agent to reveal sensitive memories or bypass policy.

e Insecure output handling: model outputs are executed/rendered without sanitization, enabling
injection into downstream systems.

e Accidental storage of PlI/PHI in memory (data minimization violations and retention challenges).

e (Cross-user or cross-tenant memory leakage due to weak isolation or incorrect scoping.

e lLack of audit trail: you cannot reconstruct “why the agent did that” during an incident.

Practical security principle
Treat the agent as an untrusted client and the model output as untrusted input.
Enforce policy and access controls outside the model, not only in prompts.

5.2 Risk controls (high-level)

e Prompt injection defenses: input filtering, system instruction hardening, tool permission gating, and
retrieval scoping.

e Qutput validation/sanitization before rendering HTML/Markdown or executing actions (SQL,
commands, API calls).

e Pll detection/redaction in both memory writes and memory reads.

e Comprehensive logs: prompts, retrieval results, tool calls, and memory writes (with appropriate
privacy controls).

Key takeaways

e Memory without governance becomes a data leakage risk.

e Prompt injection and insecure output handling are central risks for LLM-based systems.
e Security controls must be enforced outside the model, with logs and policy gating.

References

e OWASP Top 10 for LLM Applications — Prompt Injection and related risks. https://owasp.org/www-
project-top-10-for-large-language-model-applications/

e OWASP GenAl Security Project — Prompt Injection (LLMO1). https://genai.owasp.org/limrisk/Ilm01-
prompt-injection/

o OWASP GenAl Security Project — Insecure Output Handling (LLMO02).
https://genai.owasp.org/limrisk2023-24/l1lm02-insecure-output-handling/
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6. Memory Architecture Patterns That Work (and Don’t)

Robust enterprise implementations use layered storage and clear control points. A helpful patternis a
memory service between the agent orchestrator and underlying stores, combined with a policy engine
for write/read decisions.

6.1 Reference architecture (conceptual)

User / App
|
v
Agent Orchestrator (tools, plans, state)
|
v
Policy & Access Control Layer (RBAC/ABAC, data classes)
|
+--> Memory Write Pipeline (extract -> classify -> approve -> store)
|
+--> Memory Read Pipeline (scope -> retrieve -> rank -> cite)
|
v
Memory Stores
- Session Store (short TTL)
- Task State Store (workflow checkpoints)
- Structured Long-term Memory (facts/relationships)
- Vector Store (semantic recall)
- Evidence Store (source docs, attachments)
|
v
LLM + Tools (CRM/ERP/Ticketing)

6.2 Good patterns

e Store structured facts (e.g., “prefers weekly summaries”) rather than entire transcripts when
possible.

e Use tiered memory: keep short-term context in-session, and persist only high-value long-term
memories.

e Retrieve knowledge via RAG with citations and ACL enforcement; keep memory and knowledge
separate concepts.

e Make memory writes policy-driven: classify, redact, apply TTL, and require approval for sensitive
categories.

6.3 Anti-patterns

e Everything goes into a single vector database with no classification or deletion controls.

e Memory is shared across users by accident (no scoping) or by design (global memory).

e Tool outputs and model outputs are auto-executed without validation (insecure output handling).
e No monitoring; teams cannot explain why an answer was produced or what was retrieved.

Key takeaways
e Use layered memory tiers and a dedicated memory service between agents and storage.
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Prefer structured long-term memories; keep transcripts optional and governed.
Separate ‘knowledge retrieval’ (RAG) from ‘memory’ (preferences/state), then unify via policy.

References

MemGPT (arXiv 2023) — discusses managing different memory tiers around limited context
windows. https://arxiv.org/abs/2310.08560

AWS Database Blog (MemO0) — describes memory lifecycle and memory orchestration.
https://aws.amazon.com/blogs/database/build-persistent-memory-for-agentic-ai-applications-with-
memO0-open-source-amazon-elasticache-for-valkey-and-amazon-neptune-analytics/

OWASP GenAl Security Project — LLMO2 Insecure Output Handling.
https://genai.owasp.org/limrisk2023-24/llm02-insecure-output-handling/
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7. Memory Controls: Governance, RBAC, and Right-to-Forget

Enterprise memory must behave like governed data. That means: clear scope, access control, retention,

and deletion. Where personal data is involved, organizations must be able to respond to erasure

requests and apply storage limitation and minimization principles.

7.1 Practical governance model

Decision

Owner

Policy rule example

Implementation
control

What can be written to
memory

Al platform + Security

Only ‘Allowed’
categories; block
secrets/Pll by default

Classifier + redaction +
allow/block list

Who can approve
sensitive memories

Data/Compliance

HR/Legal memories
require explicit
approval

Approval workflow +
audit trail

Retention and TTL

Compliance

Delete session memory
in 7 days; task logs in
90 days

TTL policies +
scheduled deletion jobs

Right-to-erasure
handling

Data Protection Officer

Delete user-linked
memories upon
verified request

DSAR workflow +
deletion across stores

7.2 Right to erasure (what enterprises need to operationalize)

e Identify which memory stores contain personal data and map them to data categories.

e Enable deletion across all relevant stores (structured DB, vector store, logs), considering backups

and replicas.

e Maintain an auditable DSAR process: request intake, verification, actions taken, and completion

evidence.

Key takeaways

e Memory must be governed like data: scope, access, retention, deletion, and audit.

e Right-to-erasure and data minimization principles influence memory design decisions.

e Treat deletion as a first-class feature: know where data lives and how to remove it.

References

e GDPR Article 17 — Right to erasure ('right to be forgotten').
https://www.legislation.gov.uk/eur/2016/679/article/17

e |CO (UK GDPR) — Right to erasure guidance. https://ico.org.uk/for-organisations/uk-gdpr-guidance-
and-resources/individual-rights/individual-rights/right-to-erasure/

e |CO — Data minimisation principle (Article 5(1)(c)). https://ico.org.uk/for-organisations/uk-gdpr-
guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-

minimisation/
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8. What to Store (and NOT Store) in Al Memory

The fastest way to make memory safe is to be selective. Use explicit categories and blocklists, store the

minimum necessary, and prefer structured facts over raw transcripts.

8.1 Suggested memory categories (example)

Category Examples Default policy TTL suggestion

Working preferences tone, formatting, Allowed 180-365 days
cadence, templates (reviewable)

Task state workflow step, Allowed 30-90 days

approvals, identifiers

Org rules (approved)

SOP snippets, validated
policies

Allowed via RAG

As per doc retention

Sensitive personal data

health, salary, IDs

Blocked or explicit
consent + approval

Minimal; shortest
possible

Secrets

passwords, tokens, API

Always blocked

N/A

keys

8.2 “Allowed list / Block list” starter template
Use this as a policy artifact for security + product alignment.

o Allowed: preferences, non-sensitive role context, workflow state, validated org knowledge pointers
(IDs)

o Blocked: passwords, APl keys, private health details, payment card data, government IDs, private
salary details

e Conditional: customer PII/PHI only if required for the business process, with explicit controls and
retention limits

Implementation tip

When possible, store *references* (document IDs, record IDs) rather than raw content.

Then fetch content at read-time with ACL checks and citations. This reduces data duplication and
retention risk.

Key takeaways

e Define categories up front; don’t let memory become an unstructured dump.

e Use minimization: store what you need, no more, and for a limited time.

o Treat secrets as always-blocked; implement automated detection and redaction.

References

e |CO Data Minimisation guidance (Article 5(1)(c)). https://ico.org.uk/for-organisations/uk-gdpr-
guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-
minimisation/

Ailoitte | The Enterprise Memory Layer eBook | 14


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-minimisation/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-minimisation/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-minimisation/

e OWASP Top 10 for LLM Applications — risks that motivate strict handling (prompt injection, insecure
output handling). https://owasp.org/www-project-top-10-for-large-language-model-applications/
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9. Memory Improves Accuracy (Not Just Personalization)

A common misconception is that memory is only for personalization. In practice, a well-designed
memory and retrieval system can improve accuracy and reduce hallucinations because it grounds
responses in relevant, authoritative sources and prior validated decisions.

9.1 RAG as “non-parametric memory”

Retrieval-Augmented Generation (RAG) combines a model’s parametric knowledge with an external
index (non-parametric memory). This enables systems to provide provenance and update knowledge by
updating the index rather than re-training the model.

9.2 Practical ways memory improves accuracy

e Policy consistency: the agent reuses approved interpretations and cites the current policy version.

o Reduced ambiguity: stable user/team preferences prevent drift in output format and tone.

e Better grounding: retrieval provides sources for facts; memory stores decisions and exceptions.

e Less repeated context: fewer opportunities for misunderstanding when the system recalls stable
facts correctly.

Key takeaways

e Memory is a reliability tool, not only a UX tool.

e RAG provides ‘non-parametric memory’ with provenance and updateability.

e Separating knowledge retrieval from preference/state memory improves both safety and accuracy.

References

e Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks (Lewis et al., 2020) —
parametric + non-parametric memory and provenance discussion. https://arxiv.org/abs/2005.11401

e  MemGPT (arXiv 2023) — memory tiers around limited context windows.
https://arxiv.org/abs/2310.08560
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10. Implementation Blueprint: 90-Day Roadmap

This roadmap is designed for enterprise teams that want measurable impact while managing risk. Adapt
timings based on your compliance requirements and integration complexity.

Phase 1 (Weeks 1-2): Readiness & Design

e Select 2—-3 high-volume, low-regret workflows (e.g., IT helpdesk, internal policy Q&A).
e Define memory categories, allowed/block lists, and retention.

e Design architecture: identity, ACLs, logging, and stores.

e Threat model: prompt injection, data leakage, and output handling.

Deliverables: Architecture brief, Memory Policy v1, Risk register, MVP backlog

Phase 2 (Weeks 3-6): Build the Foundation

e Implement ingestion + RAG with ACLs and citations.

e Implement session + task state store with TTL.

e Implement observability: retrieval logs, token cost, quality sampling.
e Set up approval workflow for sensitive memory writes.

Deliverables: Working RAG assistant in a pilot environment, dashboards, logging/audit pipeline

Phase 3 (Weeks 7-10): Add Long-Term Memory + Guardrails
e Implement structured long-term memory for preferences/facts.

e Add automated extraction + classification + redaction for memory writes.
e Add output validation and tool permission gating.

e Run security reviews and adversarial testing.

Deliverables: Memory service, policy enforcement, guardrails, test results

Phase 4 (Weeks 11-12): Production Hardening & Rollout

e Performance testing, reliability tuning, and incident response procedures.
e Finalize retention + deletion workflows (DSAR where applicable).

e Rollout plan: enablement, training, and change management.

e Define KPIs and governance cadence.

Deliverables: Production runbook, compliance evidence, rollout plan, KPI dashboard
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10.1 Example policy-gated memory write pseudocode

on_interaction (event) :
extracted = extract candidate memories (event.text)
for m in extracted:
m = redact pii (m)
category = classify(m)
if category in BLOCKED: continue
if category in SENSITIVE:
queue_ for approval (m, owner='Compliance')
else:

store_structured_memory(user_scope=event.user, tenant=event.tenant,
memory=m, ttl=policy ttl (category))

log audit (event, extracted, decisions)

Key takeaways

e Start with a small set of workflows and a governed memory policy.

e |Implement RAG + logs first; add long-term memory only after controls are working.
e Treat memory write/read as pipelines with policy gates and auditable logs.

References

o NIST Al RMF 1.0 — emphasizes governance and lifecycle risk management.
https://nvipubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

e OWASP Top 10 for LLM Applications — motivates threat modeling for prompt injection and output
handling. https://owasp.org/www-project-top-10-for-large-language-model-applications/

e |ICO Right to erasure guidance (UK GDPR) — supports designing deletion workflows.
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/individual-
rights/right-to-erasure/
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11. How to Measure Success: KPIs That Matter

Measure memory by business outcomes, reliability, and risk controls—not only by model quality.

Stakeholder KPIs How to measure Notes

CIO/CTO Task completion rate; Workflow Focus on outcomes per
adoption (WAU); cycle | instrumentation +time | workflow
time reduction studies

CIso Access violations; Security logs + red- Aim for ‘zero trust’
leakage incidents; audit | team tests outputs
completeness

CFO Cost per successful FinOps dashboards; Tie to ROl and
task; token efficiency; per-team budgets budgeting
tool consolidation

Product/Operations User satisfaction; Surveys + sampling + Use quality sampling +
deflection rate; error incident logs feedback loops
rate

Key takeaways

e Define KPIs per stakeholder; align early with leadership.

e Instrument workflows and track both quality and cost.

e Use sampling and audits to quantify hallucinations and policy adherence.

References
e NIST Al RMF 1.0 — risk measurement and governance principles.
https://nvipubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
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12. Build vs Buy vs Partner: Decision Framework

Choose based on time-to-value, compliance needs, and integration complexity.

Option

Best when

Risks

Mitigations

Buy (managed memory
platform)

You need speed and
standard patterns

Vendor lock-in; data
residency; limited
customization

Contractual controls;
abstraction layer;
export/delete
guarantees

Build (in-house)

You have strong
platform/security
teams and unique
needs

Long build time;
maintenance cost

Start small; use open-
source; adopt
reference designs

Partner (build +
accelerate)

You want production
outcomes with
governance quickly

Dependence on
partner; scope creep

Clear deliverables;
phased rollout;
capability transfer

12.1 Using Mem0O as a reference for use cases

MemO positions itself as a memory layer for Al apps to keep conversations contextual so users don’t

repeat themselves, and it provides managed and open-source options with documentation and

cookbooks. Enterprises can use such platforms as a reference for memory lifecycle patterns (extract,

store, retrieve, update).

Key takeaways

e Buy accelerates time-to-value; build maximizes control; partner can combine both.

e Memory decisions must account for data governance, deletion, and auditability.
e Use proven patterns from platforms like MemO, but validate against your security/compliance

needs.

References

e MemO0 homepage — positioning as a universal memory layer for LLM apps. https://mem0.ai/

e MemO documentation — platform overview and getting started. https://docs.mem0.ai/

e AWS Database Blog (Mem0) — memory orchestration lifecycle patterns.
https://aws.amazon.com/blogs/database/build-persistent-memory-for-agentic-ai-applications-with-
memO0-open-source-amazon-elasticache-for-valkey-and-amazon-neptune-analytics/
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13. Case Examples (Mini)

Below are short, illustrative examples of how a memory layer changes outcomes in
common enterprise use cases.

Internal Policy Assistant (HR/IT/Compliance)

e Problem: policy answers vary by team; users waste time searching.

e Memory change: agent recalls user role and preferred format; uses RAG with citations to current
policy.

e Result: faster answers; fewer escalations; improved auditability.

Controls: ACL-aware retrieval, citations, and logging.

Customer Support Agent Assist

e Problem: agents repeat questions; inconsistent tone; slow triage.

e Memory change: user preferences + device history recalled (non-sensitive); ticket state tracked.
e Result: reduced handle time; better first-response quality.

Controls: minimization; TTL for ticket memories; redaction.

Sales Enablement Copilot

e Problem: proposals are inconsistent and require repeated context.

e Memory change: remembers approved pitch structure, industry-specific compliance notes, and
preferred style per stakeholder.

e Result: faster proposal cycles; consistent messaging.

Controls: block secrets; approval for new claims; citations to internal collateral.

Key takeaways

e Memory changes adoption because it removes repetition and increases consistency.
e RAG + citations are essential for policy-heavy assistants.

e  Controls (ACL, minimization, TTL) keep memory safe and compliant.

References

e MemO Platform Overview — continuity so users don’t repeat themselves.
https://docs.memO.ai/platform/overview

e Retrieval-Augmented Generation (Lewis et al., 2020) — grounding with non-parametric memory.
https://arxiv.org/abs/2005.11401

e OWASP Top 10 for LLM Applications — security risks shaping safe deployment.
https://owasp.org/www-project-top-10-for-large-language-model-applications/
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Appendix A — Memory Readiness Scorecard (Printable)

Copy this page into your internal assessment deck. Score each item 0-2.

e |dentity & Roles (RBAC/ABAC) integrated into Al flows

e Document ACLs and authoritative sources defined

e Prompt injection defense strategy defined and tested

e Qutput validation and sanitization before executing tool actions
e Pll detection and redaction for memory write/read paths

e Retention/TTL policies implemented; deletion workflows tested
e Audit logs for retrieval and memory writes available

e (Cost/usage dashboards with budgets and alerts

References

e OWASP Top 10 for LLM Applications. https://owasp.org/www-project-top-10-for-large-language-
model-applications/

e NIST Al RMF 1.0. https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
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Appendix B — Memory Design Checklist

Define memory categories (Allowed / Blocked / Conditional)

Define memory schema (facts, timestamps, confidence, source, scope)
Implement scoping rules (tenant, user, team, role)

Implement policy engine hooks for reads/writes

Implement PIl redaction and secrets detection

Implement TTL and DSAR deletion across all stores

Implement citations for knowledge retrieval (RAG)

Implement observability (logs, traces, dashboards)

Run adversarial testing (prompt injection, data exfiltration)

References

OWASP GenAl Security Project — Prompt Injection. https://genai.owasp.org/limrisk/Ilm01-prompt-
injection/

ICO Right to erasure guidance. https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/individual-rights/individual-rights/right-to-erasure/
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Appendix C — Sample Memory Policy Template (Starter)

Use this as a starting point and adapt with your legal/security teams.

1. Purpose
Define why memory is used (e.g., reduce repetition, improve workflow continuity, increase accuracy
with citations).

2. Scope

Systems, tenants, user groups, and workflows covered.

3. Memory Categories

Allowed / Blocked / Conditional categories with examples.

4. Consent & Notice (if applicable)

How users are informed; how consent is captured where required.

5. Access Controls
RBAC/ABAC rules; data classification tags; least privilege.

6. Retention & Deletion
TTL rules per category; DSAR process; deletion evidence requirements.

7. Audit & Monitoring

Logs captured; review cadence; incident escalation procedures.

8. Security Controls

Prompt injection defenses; output validation; redaction; encryption.

References

e GDPR Article 17 (Right to erasure). https://www.legislation.gov.uk/eur/2016/679/article/17

e |CO Data minimisation guidance (Article 5(1)(c)). https://ico.org.uk/for-organisations/uk-gdpr-
guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/data-
minimisation/

e NIST Al RMF 1.0. https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
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Appendix D — Reference Architecture (Mermaid)

You can paste this into internal documentation tools that support Mermaid.
flowchart LR

U[User / App] --> A[Agent Orchestrator]

A --> P[Policy & Access Control]

P -->|read| R[Memory Read Pipeline]

P -->|write| W[Memory Write Pipeline]

R —-=> Sl [Session Store]

R --> S2[Task State Store]

R --> S3[Structured Memory DB]

R --> S4[Vector Store]

R —--> S5[Evidence Store]

W --> S3

W --> S4

A --> L[LLM]

A --> T[Tools: CRM/ERP/Ticketing]

A --> O[Observability: Logs/Costs/Quality]
References
e MemGPT — tiered memory idea. https://arxiv.org/abs/2310.08560

e OWASP LLM Top 10 — security control points. https://owasp.org/www-project-top-10-for-large-
language-model-applications/
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Appendix E — Glossary

ABAC: Attribute-Based Access Control.
ACL: Access Control List.
DSAR: Data Subject Access Request (privacy rights request).

LLMOps: Operational practices for deploying and maintaining LLM systems (monitoring, evaluation,
governance).

RAG: Retrieval-Augmented Generation; combines model generation with retrieval from external
knowledge sources.

TTL: Time-to-live; automatic expiry for stored data.
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